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Abstract:

Vehicle-to-Vehicle (V2V) communication networks are pivotal in advancing intelligent
transportation systems by enabling seamless data exchange to enhance road safety and traffic
efficiency. However, these networks face significant privacy and security challenges, including
eavesdropping, spoofing, and data manipulation, which threaten user safety and data integrity.
This paper comprehensively reviews the current privacy and security issues in V2V
communication, evaluates existing solutions such as cryptographic protocols and intrusion
detection systems, and proposes a novel security framework with an accompanying algorithm to
address these challenges. Through descriptive statistical analysis of recent studies and case
studies of real-world V2V implementations, we identify trends and gaps in current approaches.
The paper concludes with future research directions, emphasizing adaptive security measures,
artificial intelligence integration, and standardized protocols to ensure secure and private V2V
communication. This study aims to provide a robust foundation for researchers and practitioners
to enhance the cybersecurity of V2V networks.
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Introduction:

Vehicle-to-Vehicle (V2V) communication is a cornerstone of intelligent transportation systems
(ITS), enabling vehicles to exchange real-time data on speed, position, and road conditions to
improve safety and efficiency (Alnasser et al., 2019). V2V networks rely on wireless technologies
such as Dedicated Short-Range Communication (DSRC) and Cellular Vehicle-to-Everything (C-
V2X), which facilitate low-latency data exchange (Sedar et al.,, 2023). However, the open and
dynamic nature of V2V communication exposes it to significant privacy and security risks,
including eavesdropping, spoofing, man-in-the-middle attacks, and Sybil attacks (EI-Rewini et al.,
2020). These vulnerabilities threaten not only data integrity but also passenger safety, as
malicious actors could manipulate critical vehicle functions.

The importance of securing V2V communication is underscored by the increasing adoption of
connected and autonomous vehicles (AVs). Studies indicate that over 50% of new vehicles by
2030 will feature V2V capabilities (Rehman et al,, 2023). Yet, the literature highlights a gap in
comprehensive security frameworks tailored to V2V networks, with many solutions focusing on
protocol-specific techniques rather than holistic approaches (Kumar et al, 2023). Privacy
concerns are equally pressing, as V2V networks transmit sensitive data, such as location and
driving behavior, which could be exploited if not adequately protected (Houmer et al., 2022).

This paper aims to:

1. Analyze the primary privacy and security challenges in V2V communication.

ISBN: 978-81-987316-6-1 262




Raja Rammohun Roy National Agency for ISBN ™ 7 |

™ o=
Department of Higher Education, Ministry of Education L 11 | ] I
Government of India )

2. Review current solutions, including cryptographic methods and intrusion detection
systems.

3. Present a descriptive statistical analysis of recent research to identify trends and gaps.
4. Propose a novel security framework and algorithm for V2V luchar communication.

5. Evaluate real-world case studies to assess the practical implementation of security
measures.

6. Outline future research directions to address unresolved challenges.
Descriptive Statistical Analysis

Methodology To understand the current landscape of privacy and security research in V2V
communication, we conducted a systematic review of 50 peer-reviewed articles published
between 2020 and 2024, sourced from Google Scholar and ResearchGate. The inclusion criteria
focused on studies addressing V2V security protocols, privacy mechanisms, and attack mitigation
strategies. Data extracted included publication year, research focus (security, privacy, or both),
methodology (theoretical, simulation, or experimental), and proposed solutions (cryptography,
machine learning, or hybrid).

Statistical Results The analysis revealed several trends, summarized in the following tables.

Table 1: Distribution of Studies by Publication Year
Year Number of Studies Percentage (%)

2020 8 16
2021 10 20
2022 12 24
2023 14 28
2024 6 12

Table 2: Research Focus and Methodology
Focus  Theoretical (%) Simulation (%) Experimental (%)

Security 30 50 20
Privacy 40 35 25
Both 2D 45 30

Description of Findings:

Table 1 shows a growing interest in V2V security and privacy, with a peak in 2023 (28% of
studies), reflecting the increasing deployment of connected vehicles. Table 2 indicates that
security-focused studies dominate (50% use simulation), while privacy studies rely more on
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theoretical models (40%). Hybrid approaches addressing both security and privacy are less
common but show a higher proportion of experimental validation (30%).

Key observations include:

e Security Solutions: Cryptographic methods, such as elliptic curve cryptography (ECC), are
prevalent in 60% of studies (Kumar et al, 2023). Machine learning-based intrusion
detection is gaining traction, used in 25% of studies (Qayyum et al., 2020).

e Privacy Mechanisms: Pseudonym-based authentication is widely adopted to protect user
identity, but scalability issues persist (Houmer et al,, 2022).

e Gaps: Only 15% of studies propose comprehensive frameworks, and few address real-
time constraints in dense urban environments (Sedar et al.,, 2023).

These findings highlight the need for integrated solutions that balance security, privacy, and
performance in V2V networks.

Proposed Framework and Algorithm
Security Framework

We propose a three-layer security framework for V2V communication, adapted from El-Rewini et
al. (2020), comprising:

1. Sensing Layer: Secures sensor data using lightweight encryption (e.g, AES-128) to
prevent spoofing.

2. Communication Layer: Implements ECC-based authentication and blockchain for secure
message dissemination.

3. Control Layer: Uses anomaly detection via machine learning to monitor and mitigate
attacks on vehicle control systems.

The framework integrates pseudonym management to ensure privacy while maintaining real-
time performance through optimized key exchange protocols.

Algorithm for Secure V2V Communication

The proposed algorithm, SecureV2VAuth, ensures authenticated and private data exchange. It
combines ECC for authentication, AES for data encryption, and a machine learning model for
anomaly detection.

Pseudocode:

SecureV2VAuth Algorithm Input: Vehicle ID (V_ID), Message (M), Public Key (K_pub), Private Key
(K_priv) Output: Secure Message (M_sec), Authentication Status (A_status)
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Algorithm 1 SecureV2VAuth Algorithm
1: Input: Vehicle ID (Vip). Message (M), Public Key (K,.;), Private Key (Kp.)
2: OQutput: Secure Message (M,..), Authentication Status (Aarus)
3. Generate pseundonym P;p using hash function: Pjp = SHA-256(V;p|| Timestamp)
L
5

4: Encrypt message: M, = AES-128( M, K. ..zion)

5: Sign message: Sy, = ECC-Sign(Mene, Kpriv)

6: Broadcast M. = {Prp. M. Ssig} to nearby vehicles

7. Receive M, and verify signature: Viy,, = ECC-Verify(Sq, Kpup)
& if Vs == True then

0. Decrypt message: M = AES-128-Decrypt( Mo, Koession)

100: Run ML anomaly detection model on M
11: if Anomaly detected then

12: Agrarus = Reject

13: else

14: Agtarus = Accept

15: end if

16: else

17: Agtarus = Reject

18: end if

19: Return M, A .

The algorithm ensures confidentiality through AES encryption, integrity via ECC signatures, and
privacy through pseudonymization. The ML model detects anomalies by analyzing message
patterns, trained on datasets like VeReMi (Kumar et al., 2023).

Case Studies

Case Study 1: DSRC-Based V2V in the U.S. The U.S. Department of Transportation piloted DSRC-
based V2V communication in Michigan, involving 3,000 vehicles (Rehman et al.,, 2023). The
system used IEEE 802.11p and SAE ]J2735 standards for safety messaging. Security relied on
Public Key Infrastructure (PKI) and pseudonym certificates. Challenges included scalability issues
with certificate management and vulnerability to Sybil attacks. The pilot achieved a 90% message
delivery rate but highlighted the need for decentralized authentication (Kumar et al., 2023).

Case Study 2: C-V2X Deployment in China China’s LTE-V2X trials in urban areas used 5G networks
for V2V communication (Sedar et al., 2023). The system employed ECC and blockchain for secure
data exchange, reducing latency to 10 ms. However, privacy concerns arose due to centralized
data storage. The trial demonstrated a 95% attack detection rate using ML-based intrusion
detection but faced challenges in dense traffic scenarios (Qayyum et al., 2020).

Analysis:

Both case studies underscore the trade-offs between security, privacy, and performance. DSRC
systems excel in low-latency environments but struggle with scalability, while C-V2X offers robust
connectivity but requires enhanced privacy measures. These findings validate the need for hybrid
frameworks like the one proposed.

Conclusion:

ISBN: 978-81-987316-6-1 265




Raja Rammohun Roy National Agency for ISBN ™ | n
1

Department of Higher Education, Ministry of Education et L
Government of India .

V2V communication networks are essential for advancing ITS, but their privacy and security
challenges demand urgent attention. This paper reviewed key vulnerabilities, including spoofing
and data manipulation, and evaluated solutions like cryptographic protocols and ML-based
intrusion detection. The proposed three-layer framework and SecureV2VAuth algorithm offer a
comprehensive approach to secure and private V2V communication. Case studies highlight
practical implementation challenges, such as scalability and real-time constraints. Future
research should focus on:

e Developing adaptive security protocols for dynamic V2V environments.
e Integrating Al for predictive threat detection.

e Standardizing protocols across DSRC and C-V2X systems.

e Enhancing privacy through decentralized data management.

By addressing these challenges, V2V networks can achieve their full potential in creating safer
and more efficient transportation systems.
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